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Listing of Claims 

This listing of claims replaces all prior versions, and 
listings, of claims in the application: 

1. (Currently Amended) A machine- implemented method 

comprising : 

receiving, by a first process In a fi r st virtual memory 
addre ss s pace, a shortcut to a physical address associated with 
a level of a multi -level virtual address translation table; 

posting a descriptor , the d e scriptor comprising a virtual 
address in the first virtual memor y address_ jggacg and a- the 
shortcut, to an interface between the first process and a second 
proce s s , where in the second process is in a second v irtual 
memo ry address space ; and 

determining, by t he second proces s, the physical address 
corresponding to the virtual address based on at least the 
virtual, address and the shortcut. 

2. (Currently Amended) The method of claim 1 further 
comprising transferring data to or from the- a buffer located at 
the physical address, 

3. (Original) The method of claim 1 further comprising: 
generating the shortcut by a third process. 
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4. (Original) The method of claim .1 wherein generating 
the shortcut by the third process comprises: 

receiving a request to register a virtual buffer, the 
request including a virtual address corresponding to the start 
of the virtual buffer; 

determining the physical addre?3s of one level of the multi- 
level address translation table associated with the virtual 
memory space in which the virtual buffer resides; and 

generating a shortcut based on the physical address of the 
one level of the multi- level address translation table. 

5. (Original) The method of claim 4 wherein generating a 
shortcut further comprises ; 

generating the shortcut based on a key unknown to the first 
process . 

'6. (Original) The method of claim 4 wherein, generating a 
shortcut further comprises : 

generating the shortcut based on a function unknown to the 
first process. 

7. (Original) The method of claim 1 further comprising: 

retrieving a key by the second process; and 

applying the key to the shortcut to produce the physical 

address associated with one level of a multi- level virtual 

address translation table , 
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8. (Currently Amended) The method of claim 1 further 
comprising determining i£ the physical address is associated 
with the #-iHrat- virtual address . 

9. (Original) The method of claim 1 further comprising 
determining if the virtual page containing the virtual address 
is pinned into physical memory. 

10. (Original) The method of claim 1 wherein the 
interface is a virtual interface. 

11. (Original) The method of claim 1 further comprising 
determining it the first process is authorized to access the 
virtual address. 

1.2, (Original) The method of claim 1 further comprising 
determining if descriptors posted to the interface between the 
first process and second process are authorized to access the 
virtual address. 

13. (Original) The method of claim 1 further comprising: 
receiving, by a first process, a plurality of shortcuts, 

each shortcut to a physical address associated with a level of a 

multi-level virtual address translation table. 
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14. (Original) The method of claim 4 wherein generating a 
shortcut comprises : 

applying a function, F , to the physical address of the one 
level and a key. 

15. (Original) The method of claim 14 wherein the key is 
associated with the interface between the first: and second 
process - 

16. (Original) The method of claim 14 wherein the key is 
associated with the first process. 

17. (Currently Amended) A machine- implemented method 
comprising : 

generating, by a first process in a first vir tualjpejor^ 
address space, a request to register a virtual buffer , wherein 
the virtual b uffer is in the first v ir tual memory a ddress space 
and is mapped to physical memory by a multi -level virtual 
address translation table associated with the first process; 

de^-^ffl-ii^rn^ identi fying a block of memory that includes the 
physical address corresponding to the start of the virtual 
buffer; e«d 
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generating, by a second process, one or more shortcuts 

ba'uc'd on that mag the block of memory d-n.<>lufM--i>g th at includes 

the physical address corresponding to the start, of the virtual 
buffer; and 



v i rtu al memory addre ss space to perfo r m an inpu t or out put 
operation on the virtual buffer . 

18. (Currently Amended) The method of claim 17 wherein 
generating ci shortcut further comprises: 

generating the one or tu or® -skestfeefetfe short c uts based on a 
key-? — which that is unknown to the first process. 

19. (Currently Amended) The method of claim 17 wherein 
generating a shortcut further comprises: 

generating the shortcut based on a function, w h i -eh that is 
unknown to the first process. 

20. (Currently Amended) The method of claim 17 further 
comprising [ [ : ]] 



transmitting _a_jrequegt to a thir d process in a second 




input-— e i— out-put— €>] 




t-fre 




w44rh— tr}^€^v-tr-^ia^--bti-§-§<^rj^? — arnd 
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determining at the physical address of the virtual address 
based on the virtual address and the shortcut, wherein the 
request includes the shortcut and a virtual address associated 
with the virtual buffer „ 

21. {Currently Amended) The method of claim 20 further 
comprising : 

determining if the physical address is associated with the 
f±-3?&t> virtual address; and 

if the physical address is associated with the ^ri-ir^- 
virtual address, then enabling the input or output operation on 
at least part of the virtual buffer. 

22. (Currently Amended) The method of claim 20 further 
comprising : 

determining if t h c a. 0 6 0 o i. o freel physical pages associated 
with the phys ica l addr ess are pinned into physical memory; and 

if the associated virtual pages are pinned into physical 
memory, then enabling the input or output operation es*~^a-fe— le^vs-t 



23. (Currently Amended) The method of claim 20 further 
comprising : 

determining if the request-i^ third process is authorized 
to access the associated virtual buffer; and 
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if the ¥e€p aooting t hird process is authorized to access the 
associated virtual buffer, then enabling the input or output, 
operation on at least part of the virtual buffei". 

?A . {Original} The method of claim 20 further comprising; 

determining if requests posted to the interface between the 
first process and the third process are authorized to access the 
associated virtual buffer; and 

if requests to the interface are authorized to access the 
associated virtual buffer, then enabling the input or output 
operation on at least part of the virtual buffer. 

26. (Currently Amended) The method of claim 18 further 
comprising : 

transmitting a request to a third process in^a second 
virtual memory address space to perform an input or output 
operation on the virtual buffer, wherein the request includes 
one of the one or more shortcuts and a virtual address 
associated with the virtual buffer; and 

determining a physical address of the virtual address based 
on the virtual address, the shortcut^ and the key. 
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26. (Currently Amended) A system comprising; 
a first processor capable of: 

executing Instructions of a first process which 

causes the first processor to produce a shortcut to a physical 

address associated with a level of a mult i- level virtual address; 

translation tablet (;)] ^ and 

executing instructions of a second process in a fi rs t 

virtual me mory address space which causes the first processor to 

post a descriptor comprising a virtual address and the shortcut 

to an interface; and 

a second processor capable of executing instructions of a 

third process in a second virtual memor y address space which 

cause the second processor to: 

read the descriptor posted on the interf ace [ [ ; j } , and 
determine a physical address of the virtual address 

based on at least the virtual address and the shortcut^ 

wherein the interfac e is between the second px^ocess and th e 

thi£d__p_rocess . 

27, (Original) The system of claim 26 wherein the 
instructions of the first process cause the first processor to 
encrypt the shortcut with a key. 
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28. (Original) The system of claim 27 wherein the 
instructions of the third process cause the second processor to: 

retrieve the key,- and 

apply the key to the shortcut to produce the physical 
address associated with one level of a multi-level virtual 
address translation table. 

29. (Original) The system of claim 2 8 wherein the 
instructions of the third process cause the second processor to 
determine if the physical address is associated with the second 
process . 

30. (Currently Amended) The system of claim 28 wherein 
the instructions of the third process cause the second processor 
to determine if the associated virtual physical pages associated 
with the physical address are pinned into physical memory. 

31. (Currently Amended) The system of claim 28 wherein 
the instructions of the third process cause the second processor 
to determine if the second process is authorized to access 4b© 
the virtual buffer. 

32. (Currently Amended) The system of claim 27 wherein 
the instructions of the third process cause the second processor 
to determine if requests posted to the interface between the 
second process and the third process are authorized to access -fee 
the virtual buffer. 
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33 . (Currently Amended) A computer program product 
residing on a computer readable medium having instructions 
stored thereon that, when executed by the processor, cause that 
processor to: 

produce a shortcut, to a physical address associated with a 
level of a multi- level vix'tual address translation table; and 

write a descriptor comprising a virtual address and the 
shortcut to an interface between a first process in a first 
virtual memory add ress space and a second process in a second 
vi rtual memory address space . 

34. (Original) The product of claim 33 having 
instructions that further cause the processor to encrypt the 
shortcut with a key. 

35. (Original) The product of claim 33 having 
instructions that further cause the processor to encrypt the 
shortcut with a function, 

36. (Currently Amended) A computer program product 
residing on a computer readable medium having instructions 
stored thereon that, when executed by the a processor performing 
operations in a first virtual memory address space , cause that 
processor to: 
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read a message posted on an interface by a first process in 
a different virtual memory address space , the message including 
a shortcut to a physical address associated with a level of a 
mult i -level virtual address translation table; 

determine a physical address of trhe a virtual address in 
t he d i f £ erent : y i rt ual memory _addrgss space based on at least the 
virtual address and the shortcut; and 

t r a ns mi t a me ss age over a network based on contents of the 
physical address , 

37. (Original) The product of claim 36 having 
instructions that further cause the processor to; 

retrieve a key; and 

apply the key to the shortcut to produce the physical 
address associated with one level of a mul ti - level virtual 
address translation table. 

38. (Currently Amended) The product of claim 36 having 
instructions that further cause the processor to determine if 
the physical address is associated with the firs t: virtual 
p*?eee£H3 address . 

39. (Currently Amended) The product of claim 36 having 
instructions that further cause the processor to determine if 

virtual pages referenced by the message are pinned in 
phys i ca 1 memory . 
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40. (Currently Amended) The product of claim 36 having 
instructions that further cause the processor to determine if 
the first process is authorized to access to the a virtual 
buffer referenced by the message. 

41. (Currently Amended) The product of claim 36 having 
instructions that further cause the processor to determine if 
messages posted on the interface are authorised to access t-e the 
virtual buffer. 

42. (Currently Amended) A system comprising: 
a client computer; and 

a server in communication with the client computer using a 
network, the server comprising: 

a first processor capable of producing a shortcut to a 
physical address associated with a level of a multi-level 
virtual address translation table and writing a descriptor 
comprising a virtual address in a first virtual memory address 
space and the shortcut to an interface; and 

a second processor capable of performing operations in 
a se cond virtual memory address space, the ogerat ions including 
eapable-€>§ reading the descriptor posted on the interface, 
determining a physical address of the virtual address based on 
at least the virtual address and the shortcut, and transferring 
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data located at the physical address to the client computer 
using the network. 

43. (Original) The system of claim 42 wherein the first; 
processor is capable of encrypting the shortcut with a key. 

44. (Original) The system of claim 43 wherein second 
processor is capable of decrypting the shortcut to produce the 
physical address associated with one level of a multi- level 
virtual address translation table. 

45. (Original) The system of claim 42 wherein the 
interface is a virtual interface. 

46* (Currently Amended) A system comprising: 
a storage device; and 

a server in communication with the storage eerapi-j-tei- dev ice 
using oyer a network, the server comprising: 

a first processor capable of producing a shortcut to a 
physical address associated with a level of a multi-level 
virtual address translation table and writing a descriptor 
comprising a virtual address in a fii v st vir tual memo ry a ddres s 
space and the shortcut to an interf ace L I ; i ] and 

a second processor capable o f performing operati ons in 
a second virtual memory ad dre ss space, the oper ations incl u ding 
ee pable of reading the descriptor posted on the interface, 
determining a physical address of the virtual address based on 
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at least the virtual address and the shortcut^ and transferring 
data located at the physical address to the storage device using 
the network, 

47. (Original) The system of claim 4 6 wherein the first 
processor is capable of encrypting the shortcut with a key. 

48. (Original) The system of claim 4 7 wherein second 
processor is capable of decrypting the shortcut to produce the 
physical address associated with one level of a multi-level 
virtual address translation table. 

49. (Original) The system of claim 46 wherein the 
interface is a virtual interface. 
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